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Initiale Cybersicherheitsprüfung

Externe Schwachstellenanalyse

 ¥ Portscan (1-65635)

 ¥ Cross Site Scripting

 ¥ SQL Injection Exploits

 ¥ JQuery

 ¥ SSL/TLS Best Practice Check

 ¥ HTTP-Header Security Check

 ¥ Weitere Gruppen von Schwachstellentests mit Anzahl der Checkmodule

EXTERNE ANGREIFBARKEIT

DEFENDERBOX Funktionsumfang

Modul

1

AIX Local Security 
Checks 

(11656)

Alma Linux Local 
Security Checks 

(1647)

Amazon Linux Local 
Security Checks 

(5111)

Artificial Intelligence 
(151)

Backdoors 
(123)

Brute force attacks 
(25)

CentOS Local Security 
Checks 
(5152)

CGI abuses 
(6322)

CGI abuses : XSS 
(709)

CISCO 
(2487)

Databases 
(1039)

Debian Local Security 
Checks 
(9777)

Default Unix Accounts 
(172)

Denial of Service 
(110)

DNS 
(238)

F5 Networks Local 
Security Checks 

(1491)

Fedora Local Security 
Checks 

(20087)

Firewalls 
(582)

FreeBSD Local Security 
Checks 
(5806)

FTP 
(288)

Gain a shell remotely 
(282)

General 
(581)

Gentoo Local Security 
Checks 
(3732)

HP-UX Local Security 
Checks 
(1983)

Huawei Local Security 
Checks 

(12400)

Junos Local Security 
Checks 
(715)

MacOS X Local 
Security Checks 

(2743)

Mandriva Local 
Security Checks 

(3641)

MarinerOS Local 
Security Checks 

(1742)

Misc 
(4493)

Netware 
(14)

NewStart CGSL Local 
Security Checks 

(1483)

Oracle Linux Local 
Security Checks 

(7496)

OracleVM Local 
Security Checks 

(614)

Palo Alto Local 
Security Checks 

(203)

Peer-To-Peer File 
Sharing 
(109)

PhotonOS Local 
Security Checks 

(3789)

Policy Compliance 
(75)

Red Hat Local Security 
Checks 

(17804)

Rocky Linux Local 
Security Checks 

(1468)

RPC 
(39)

SCADA 
(457)

Scientific Linux Local 
Security Checks 

(3291)

Service detection 
(634)

Settings 
(123)

Slackware Local 
Security Checks 

(1629)

SMTP problems 
(154)

SNMP 
(34)

Solaris Local Security 
Checks 
(3823)

SuSE Local Security 
Checks 

(25316)

Tenable.ot 
(2772)

Ubuntu Local Security 
Checks 
(8582)

Virtuozzo Local 
Security Checks 

(341)

VMware ESX Local 
Security Checks 

(143)

Web Servers 
(1900)

Windows 
(7330)

Windows : Microsoft 
Bulletins 
(3261)

Windows: User 
management 

(29)

Content-Security-Policy
Strict-Transport-

Security

Zu jedem Eintrag der 
Liste erhalten Sie eine 

Bewertung

Übersicht aller 
gesetzten HTTP-

Header

Security Check auf 
fehlende Header


