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Initial Securityscan

External weakness analysis

 ¥ Portscan (1-65635)

 ¥ Cross Site Scripting

 ¥ SQL Injection Exploits

 ¥ JQuery

 ¥ SSL/TLS Best Practice Check

 ¥ HTTP-Header Security Check

 ¥ Additional groups of vulnerability tests with number of check modules

EXTERNAL VULNERABILITY

DEFENDERBOX Functionality

Module

1

AIX Local Security 
Checks 

(11656)

Alma Linux Local 
Security Checks 

(1647)

Amazon Linux Local 
Security Checks 

(5111)

Artificial Intelligence 
(151)

Backdoors 
(123)

Brute force attacks 
(25)

CentOS Local Security 
Checks 
(5152)

CGI abuses 
(6322)

CGI abuses : XSS 
(709)

CISCO 
(2487)

Databases 
(1039)

Debian Local Security 
Checks 
(9777)

Default Unix Accounts 
(172)

Denial of Service 
(110)

DNS 
(238)

F5 Networks Local 
Security Checks 

(1491)

Fedora Local Security 
Checks 

(20087)

Firewalls 
(582)

FreeBSD Local Security 
Checks 
(5806)

FTP 
(288)

Gain a shell remotely 
(282)

General 
(581)

Gentoo Local Security 
Checks 
(3732)

HP-UX Local Security 
Checks 
(1983)

Huawei Local Security 
Checks 

(12400)

Junos Local Security 
Checks 
(715)

MacOS X Local 
Security Checks 

(2743)

Mandriva Local 
Security Checks 

(3641)

MarinerOS Local 
Security Checks 

(1742)

Misc 
(4493)

Netware 
(14)

NewStart CGSL Local 
Security Checks 

(1483)

Oracle Linux Local 
Security Checks 

(7496)

OracleVM Local 
Security Checks 

(614)

Palo Alto Local 
Security Checks 

(203)

Peer-To-Peer File 
Sharing 
(109)

PhotonOS Local 
Security Checks 

(3789)

Policy Compliance 
(75)

Red Hat Local Security 
Checks 

(17804)

Rocky Linux Local 
Security Checks 

(1468)

RPC 
(39)

SCADA 
(457)

Scientific Linux Local 
Security Checks 

(3291)

Service detection 
(634)

Settings 
(123)

Slackware Local 
Security Checks 

(1629)

SMTP problems 
(154)

SNMP 
(34)

Solaris Local Security 
Checks 
(3823)

SuSE Local Security 
Checks 

(25316)

Tenable.ot 
(2772)

Ubuntu Local Security 
Checks 
(8582)

Virtuozzo Local 
Security Checks 

(341)

VMware ESX Local 
Security Checks 

(143)

Web Servers 
(1900)

Windows 
(7330)

Windows: Microsoft 
Bulletins 
(3261)

Windows: User 
management 

(29)

Content-Security-Policy
Strict-Transport-

Security

You will receive a rating 
for each entry in the 

list.

Overview of all 
set HTTP headers

Security check for 
missing headers
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Initial Securityscan

External Pentesting

EXTERNAL VULNERABILITY

DEFENDERBOX Functionality

Module

1

SSH Telnet RDP MySQL Mongo DB

MS SQL Redis Maria DB PostgreSQL HTTP Basic Auth

HTTP Web Forms FTP SNMP SMB

FTP SSH Telnet RDP MySQL

Mongo DB MS SQL Redis Maria DB PostgreSQL

Web SNMP SMB

Query RIPE  
Databse (DB)

CENSYS

ADCSESC4-Angriff 
– Fehlkonfig curated 

templates
Access controls

Anonymous Docker
Engine Writing Test

Anonymous 
printer access

Anonymous ZooKeeper 
writing test

Atlassian Crowd  
& Crowd Data  

Center – Removed 
code execution 

(CVE-2019-11580)

Bluekeep  
(CVE-2019-0708)

CVE-2022-26923 
(Certifried) Privilege 

Escalation - Creation of 
a machine account

Elasticsearch- 
writing check

FTPWrite-check
Extended LLMNRund 

NetBIOS-Poisining

Limited LLMNRound 
NetBIOS-Poisoning

Net-NTLMAuthentica-
tion-Roercion

Net-NTLMHash- 
procurement

ManageEngine  
ServiceDesk 
Plus PreAuth 

RCE(CVE-2021-44077)

Zoho ManageEngine 
ADSelfService Plus 
APIAuth-Umgehung 
(CVE-2021-40539)

Bluekeep  
(CVE-2019-0708)

Vulnerabiliy ati Cisco 
Smart Install (CVE-

2018-0171)

EternalBlue  
(MS17-010)

EternalChampion/ 
EternalSynergy/ 
EternalRomance 

(MS17-010)

Exploiding 
can(CVE-2017-7269)

HP iLO Web APIRemote 
Code-execution  

(CVE-2017-12542)

Heartbleed  
(CVE-2014-0160)

Server service
vulnerabili-

ty(MS08-067)
Subdomain-takeover

Unsecure 
JMX(H3-2020-0022)

VMWare vCen-
ter Server Access 

control vulnerabili-
ty(CVE-2020-3951

VMWare vCenter 
Server-Plugin-Vulnera-
bility with remote code 
execution (CVE-2021-

21972)

VMWare vRealize 
Operations Manager 
SSRF-Schwachstelle 
(CVE-2021-21975)

¥ Portscanning

¥ CVE Scanning

¥ Web Appliance

¥ SNMP v1/v2/v3

¥ Additional OSINT-Module

¥ Guessing user IDs used on

¥ Check for the use of standard identif iers using
dictionary attacks with known standard login

¥ Active exploitation of security vulnerabilities found. Applies to modules that
modify the environment. All modules attempt to clean themselves up, but there is
a small chance that the cleanup will fail.
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Initial Security Scan

Darknet Research

DARKNET

DEFENDERBOX Functionality

Module

2

Available metadata &  
technical details

Links & references
on external sites

Open ports and potential  
points of attack

Identification of public 
and leaked email addresses

Assignment to known or 
critical data leaks

Check whether and in which 
data leaks your email addresses 

have been compromised

Details about the data leak(s)
(e.g., name, type of compromised data, 

time of the leak)

List of all information found
Assessment of 
potential risks 

Specific recommendations for action
to minimize risk

 ¥ Publicly available information about the website

 ¥ Capture all email addresses associated with domain

 ¥ Comparison with „Have I Been Pwned“  

 ¥ Detailed report with risk assessment  
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Initial Security Scan

Internal Pentesting

INTERNAL VULNERABILITY

DEFENDERBOX Functionality

Module

3
 ¥ Asset Discovery

 ¥ Network Segmentation Analysis

 ¥ Information Gathering

 ¥ CVE Scanning

 ¥ Credential Verification

 ¥ Service Brutforce

 ¥ Service Discovery

 ¥ Footprinting of application environment

Ports HTTP-Header web applications SNMP v1/v2/v3 mDNS

SSH VNC RDP Telnet

Ports HTTP-Header web applications SNMP v1/v2/v4 SSH

WMI

Use of domain user credentials

Password spraying of Azure 
cloud users with common 

passwords.
There is a low

likelihood that accounts will 
be locked.

Controls 
access to services 

and shares with local 
user authentication 
(without a domain).

Verifies access by Windows 
domain users by authenticating 

with credentials against the 
SMB service running on the 
Windows domain controller.

Enables password spraying of 
domain users

with common passwords. By 
default, a user is only attemp-

ted twice every 
60 minutes.

By trying countless combinations of user names and passwords, NodeZero attempts to break into the system.

SSH Telnet RDP MySQL Mongo DB

MS SQL Redis Maria DB PostgreSQL
"HTTP Basic Auth/ 
HTTP Web Forms"

FTP SNMP SMB

SSH Telnet DNS MySQL Mongo DB

MS SQL HTTP SSL/TSL LDAP SNMP v1/v2/v4

HTTP Header FTP SMTP SMB

Uncover technologies visible to attackers
Scan der HTTP-Header, Cookies and 

website codes

In the service detection phase, NodeZero tests 
the services found for specific, frequently 

occurring security vulnerabilities that arise from 
incorrect configuration.

Among other things, 
authentication procedures, encryption 

of connections, and execution and 
access rights are examined.

Version numbers in particular are valuable information for 
attackers. NodeZero examines which technologies the web-

site reveals in an HTTP header, a cookie, or in the code.

Footprinting covers programming languages, content ma-
nagement systems, web servers, frameworks, and libraries. 

A clear rating indicates how critical the detection of the 
respective technology is.
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Weekly Security Scans

Weekly Securityscan

Additional security scans

SECURITY       

DEFENDERBOX Functionality

 ¥ Includes modules 1 and 3 of the initial  
cybersecurity assessment (module 2 if required)

 ¥ Analysis of the deviation/change between the last inspection and the 
current inspection

 ¥ AAlerting in the event of serious new security vulnerabilities (CVE score >=8)

 ¥ Additional scans every 2-3 month

AD-Audit
Grey box testing: how far 

can an attacker get with test accounts at 
different levels?

Network load test: 
How does the network respond to 

significant internal load peaks?

Modul

1
Modul

3

Whether prevention, detection, or response – the 

DEFENDERBOX is your proactive security measure 

for a fully protected IT environment.

SIMPLE. FAST. CYBER SECURE.

The DEFENDERBOX identifies security gaps and
vulnerabilities in your IT infrastructure - before  

attackers can exploit them.

With the integrated Rapid Response Service 

from our partner  Horizon3.ai, you always stay one 

step ahead of the threat:

As soon as new vulnerabilities are discovered and 

analyzed, you are notified immediately. This allows 

you to test your systems directly against current 

attack vectors – often before they are even publicly 
known. 

Proactive instead of reactive.

Fast instead of too late.

DEFENDERBOX. For everyone who takes security 

seriously.

DEFENDERBOX – Your early warning system against cyber attacks.

Get in touch!

vertrieb@defenderbox.de

Phone 02732 / 7652088


